@21
Digital Certificates and MCA-21 in a nutshell
by (n)Code Solutions

1. WhatisaDSC?
DSC means Digital Signature Certificate. It helps in establishing the identity on the net. Digital Signature Certificates
lend legal sanctity to online transactions under the IT Act 2000. (n)21 is a Class Il a DSC issued specifically for the
MCA-21 project

2. Whoisa Certifying Authority?
Certification Authority (CA) for e.g. (n)Code Solutions is a body that has the authority to grant and revoke Digital
Certificates. In India, CA operates under the license of Ministry of Information Technology and as per the Rules
and Regulations stipulated in the IT Bill 2000. PKI (Public Key Infrastructure) creates certificate document, which is
digitally signed by a CA acting as a Trusted Third Party (TTP). These certificates are signed using the CA's private key.In
virtual e-market, where there is no personal interaction, these certificates are the basis for establishing identification,
authorization, confidentiality and non-repudiation for integrity of the subject.

3. AboutMCA-21 .
MCA21 program has been designated as the flagship e-Governance initiative of Government of India. The bottom line of
this unigue initiative is to improve the speed and certainty in the delivery of Ministry of Company Affair services. This is
primarily enabled through the mechanism of secure elecironic Filing (e-Filing) for all the services provided by the
Registrar of Companies including incorporation of a company, annual filing and other event based statutory filings. It is
therefore a significant step towards an end-to-end paperless delivery of the Government Services where widespread
use of Digital Signature Certificates will be used by the stakeholders to carry out e-filing in conformity with the IT Act.

4. Who all have to obtain a Digital Certificate?
Directors and Authorized Signatories of Companies: These form the bulk of the stakeholders who are required to signon
the documents and e-forms that will be filed electronically.

Professionals; (Chartered Accountants, Company Secretaries and Cost accountants in whole time practice) who will
need to attest documents and e-forms as per the requirements of Law. Representatives of Banks & Financial Institutions
who will need to sign on specific documents that are filed electronically.

Employees of MCA: These include government employees working at the secretariat at New Delhi and the field offices
consisting of the Regional Directorates and Office of the Registrar of Companies located allover the Nation, who will be
involved in back office processing activities.

Issuance Guidelines and Usage Modalities

Issuance to Directors and Professionals

Directors, Authorized signatories and professionals who will need to sign on electronic documents will have to procure
"Individual” category DSC like (n)21 from any licensed CA like (n)Code Solutions.

The (n)21 issued by (n)Code Solutions is in accordance with FORM B prescribed by the Department of Information
Technology under the Gazette notification dated 23rd April 2004 [GSR 285(E)]. It is possible that the same person
could perform multiple roles such as professional, director or authorized signatory for different companies. One (n)21
is enough for such use, irrespective of the number of companies and the roles that are played by the individual. The role
is handled as an application specific process and is managed through a DSC registration process in MCA21 system.

Issuance to MCA Employees

Issuance of (n)21 to MCA employees will be as per Gazette notification of Department of Information Technology

dated 23rd April, 2004 [GSR 284(~)]. However, in Identification details the Ministry of Company Affairs proposes use
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Employee Identification Number. It has been further decided by the Ministry that DSC issued to any specific
employee will be valid far use only within the scope of the Ministry's work and cannot be used for any other purpose.
Consequently, the employees will not be able to use these DSCs for electronic filing as a director of a company and also
when anemployee is transferred outside the Ministry.

Registration of (n)21

Directors/authorized signatories and professionals are required to adhere to a simple self registration process that will
be available on the MCA portal. It is mandatory for all those who sign on forms to procure DSC like (n)21 before
registering as the DSC is necessary at the time of registration. Following steps need to be performed by the
Directors/authorized signateries and professionals for registering the DSC:

1. Provide personal detalls including individual identifier (DIN for Directors/Authorized signatory and PAN for
Professionals). Itis highlighted that PAN is only used for the purposes of internal identification.

2. Inthe case of renewal of certificate or procurement of additional certificate for use, to make sure that these DSC is
also registered with the system. This fundamental need of recognizing the DSC to the MCA21 system is to establish
the identity of the individual and the role that he/she would play in the context of a given company. MCA21 system
checks the name in the DSC as entered in personal details. In case DIN is entered, system validates if DIN is active.
System also checks if the name in DIN matches with the name in Personal details. System creates user-id-DSC
Serial number-DIN/PAN mapping after all validation are successful.

In scenarios where the user is required to update the DSC already registerad with MCAZ21 due to loss or expiry or
renewal of DSC, two scenarios are envisaged:

Scenario 1: User has existing registered certificate

I Userlogs inwith userid -DSC (existing)

li. Userselects update DSC option.

lii. Userattaches new DSC and necessary validations are performed. System shall delete the old DSC after
successful update, System creates user id -DSC (new) mapping.

Scenario 2: User has lost certificate or certificate has expired

l.  Userselects update DSC option atthe MCA21 portal.

li. Userenters userid and attaches new DSC.

System checks the name in the DSC matches with name entered as personal details. System shall delete old the DSC
after successful update, System creates userid -DSC (new) mapping.

MOTE: For the MCA employees corresponding back office functions have been established to enable use of DSC in
MCA21.

DSC VERIFICATION

The DSC verification process will be same for certificates issued to any category of users. MCAZ21 portal shall employ
the following steps to ensure identification and authentication:

1. Digital signature verification: The digital signature shall be in PKES#7 formats that have wide acceptability. The
digital signature is verified using the signer's public key (available in the certificate) to ensure that the signer has
signed the document with his private key only and also the data has not been tampered.

2. Signer Certificate Verification: The signer certificate is verified using the issuer certificate (CA's certificate) to
ensure that the signer certificate has actually been issued by the CA and is not a fake certificate. A trust-list 01 CA
certificate shall be maintained in the MCA application servers.

3. Signer Certificate Validation: The signer certificate is validated to ensure that the certificate has not expired and the
certificate current status is valid and certificate is not revoked or suspended. The certificate status is created using
the certificate revocation list (CRL) published by the Certifying Authority.

In the OCSP verification instead of connecting to online servers for every certificate status request, MCA 21
solution will use a CRL Fetcher, which will download and install CRL from various CAs periodically; this period is
presently decided as every twelve hours.

There can be a situation that the certificate was valid when user has signed the document but by the time it reaches
the server the certificate has revoked, if the revocation hap pens in between the timeframe of the CRL fetching
process the certificate will be treated as valid till the latest CRL is fetched. In such situation the timestamp will be
used to validate that the certificate was valid during the time of submission.
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